/-
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Azadi ks,
Amrit Mahotsav
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7

e'r'-'iarkelp!ace

Bid Number/gyel waies (Rs geam):
GEM/2024/B/4841274
Dated/feaisn : 05-04-2024

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

26-04-2024 18:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

26-04-2024 18:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

90 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Labour And Employment

Department Name/[A#9r & =re1

Na

Organisation Name/@316d & =1

Employees Provident Fund Organisation (epfo)

Office Name/@aie I &l =TH

New Delhi

Item Category/#ig Bl

Vulnerability and Penetration Testing

Contract Period/3i e 3@y

1 Year(s)

Minimum Average Annual Turnover of the

bidder (For 3 Years)/fdsX & gaada 3itad
A 3R (3 auf &)

600 Lakh (s)

Years of Past Experience Required for

same/similar service/>i/aa a3t & AT |3 vyear (s)
fEa Rera sgHa & af
MSE Exemption for Years of Experience and N
Turnover/ 3iHd & auf A THTHES Fc ©
Startup Exemption for Years of Experience N

o}

and Turnover/ 3igHd & auf § FWIEIHT e

Document required from seller/fahar ¥ A
AT &S

Experience Criteria,Bidder Turnover,Certificate (Requested
in ATC),Additional Doc 1 (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fRs & Ra¥ et aftha fvar

Yes

RA Qualification Rule

H1-Highest Priced Bid Elimination

Type of Bid/Qs & UaHR

Two Packet Bid
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Bid Details/f5 faaor

Time allowed for Technical Clarifications
during technical evaluation/d&eif 3[eihe & |2 pays
aRrer At TAEOT ¥ IgAT FHT

Evaluation Method/#eis ugid Total value wise evaluation

Financial Document Indicating Price
Breakup Required/i[gd &2ia arel faefir g&adst | yes
SBIT IS &

EMD Detail/3tadr faazor

Advisory Bank/Tsardsit & State Bank of India

EMD Amount/$Taadr Y 150000

ePBG Detail/sfiis faewor

Advisory Bank/Tsarssit & State Bank of India

ePBG Percentage(%)/sdiiist ufaerd (%) 3.00

Duration of ePBG required (Months)/sdids &Y

14
INUTAT 3 (FTE).

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./a13 r erdf & AT STASN Fe & T =T A FAfAT Feary & fow g F @y 3 Fafia grardst yrga & &
THATHS HSIN & Hdd dhael a&g3i & fow fafaatar gor Jarsit & fow dar uerar $uasd @ g & ura §| cqrarRAl &t 38 Aifd &
g I el [@T IR B

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./suagr 3iR Gurea
FATA T, ST TE Il &, et & gat A gt arfeu)

Beneficiary/arsndt :

RPFC

National Data Centre, Employees Provident Fund Organisation (EPFO), Epfo complex, Plot 23, Sector 23, Dwarka,
New Delhi - 110077

(Regional Provident Fund Commissioner)

Splitting/fasrsier
Bid splitting not applied/dtel fAHTSTeT o9y el fopam .

MIl Compliance/THSHTS garel

MII Compliance/TH3TS3TS el Yes
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MSE Purchase Preference/tainds @lig adiadr

MSE Purchase Preference/Tatds @lg aigdr Yes

1. The minimum average annual financial turnover of the bidder during the last three years, ending on 31st
March of the previous financial year, should be as indicated above in the bid document. Documentary evidence in
the form of certified Audited Balance Sheets of relevant periods or a certificate from the Chartered Accountant /
Cost Accountant indicating the turnover details for the relevant period shall be uploaded with the bid. In case the
date of constitution / incorporation of the bidder is less than 3-year-old, the average turnover in respect of the
completed financial years after the date of constitution shall be taken into account for this criteria.

2. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU / Public Listed Company. Copies of relevant contracts / orders to be
uploaded along with bid in support of having provided services during each of the Financial year.

3. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-1+4+ 15% of margin of purchase preference /price band defined in relevant policy, then 100% order
quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price.

OM_No.1 4 2021 PPD _dated 18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017.
4. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

5. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:

i. If number of technically qualified bidders are only 2 or 3.

ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.
iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1
v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-Mll L-1

Excel Upload Required/taid 3 30dls fhu S &f 3madeshdr :

Breakup - 1712301216.xIsx

Additional Qualification/Data Required/31faRe Jdadr /3maas Ser

Payment Terms:As per RFP.

Scope of Work:1712301100.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1712301095.pdf

Vulnerability And Penetration Testing ( 1)
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/AprQ224/bidding/excel/bid-6290069/1712301216.xlsx
https://bidplus.gem.gov.in/resources/upload_nas/AprQ224/bidding/biddoc/bid-6290069/1712301100.pdf
https://bidplus.gem.gov.in/resources/upload_nas/AprQ224/bidding/biddoc/bid-6290069/1712301095.pdf

Technical Specifications/daidh fafAEar

Specification Values
Core
Scope of VA As per RFP
Activities of VA As per Scope
Activities of PT As per RFP
Standards to be followed As per RFP
CERT-In empanelment required Yes
Addon(s)/us3iia

Additional Details/3ifaRs favor

No. of IP Addresses As per RFP
No. of APIs As per RFP
Number of IT Assets As per RFP
Number of Applications As per RFP

Additional Specification Documents/3ifaR® AR &

Consignees/Reporting Officer/ MR /Ruiféar 31wl

Consignee o
S.No./&. || Reporting/Officer/ - Additional
) R e Address/qdr Quantity To Requirement/3ifaf®
q. / be setas 1 i
R

110075,National Data Centre

1 Rahul Tanwar EPFO Complex Plot 23, Sector 1 N/A
23 Dwarka

Buyer Added Bid Specific Terms and Conditions/sar gu s o Re & Ry ot

1. Generic
OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

4/6


https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2024/Apr/GEM_2024_B_4841274/CLM0010/RFP_f331461b-64e6-4a37-943f1712301364629_sondc.pdf

3. Buyer Added Bid Specific SLA

File Attachment Click here to view the file.

Disclaimer/s=fa=or

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. Any clause(s) incorporated by the Buyer regarding following shall be treated as
null and void and would not be considered as part of bid:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

© ® N Uk

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/ara=a_faga 3R o1, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@Tar=g @3 3R 2 is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws, /S T TTATT AT & WS 26 & TeH I T & WY A T TS TR aret ST & = T @l
W Uiy & @I H AT & AT A o AT A arel T & s o =X 38 Afder # 05 a3 & fow gt oy gon
9 a8 5 & aren weH wREd F wra toligd @1fds & W97 od AT AT B sqA IFqUela FN eem HR P o
Teld ©OT fFT ST & SHH AUl d el W Y Bl ceeblel FAH B HR Hee & AR 31 T Prefell Hriars
& JTUTT BT |
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2024/Apr/GEM_2024_B_4841274/CLM0014/RFP_2643e852-4a46-4ff4-9aa61712301374058_sondc.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240405
https://bidplus.gem.gov.in/bidding/bid/bidsla/39564968024761

---Thank You/g=arg---
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HHAR) Hfawy fAf dwe

EMPLOYEES’ PROVIDENT FUND ORGANISATION
YT Td ISR HIATT, HRd IWHR
Ministry of Labour and Employment, Govt of India
TP STeT <X / National Data Center
Ui 3t HIiey, §aex 23, GRPT, T3 feeal — 110077 / EPFO Complex, Sector 23, Dwarka, New Delhi — 110077

No: 56684/2299 Date: 05/04/2024

REQUEST FOR PROPOSAL FOR VULNERABILITY ASSESSMENT
AND PENETRATION TESTING

Employees’ Provident Fund Organisation (hereafter referred as "EPFO") having
its office at EPFO Complex, Sector 23, Dwarka, New Delhi — 110077, invites quotation
from Cert-In Empaneled agencies/firms/companies (hereafter referred as “bidder”)
through GeM Portal for providing Vulnerability Assessment and Penetration Testing
(VAPT) Audit services.

Scope of work
Vulnerability Assessment

To conduct VAPT (Vulnerability Assessment & Penetration Testing) Audit of IT &
Communication infrastructure at EPFO, NDC, Dwarka and subsequently provide
comprehensive reports including suggestions and recommendations to address
vulnerabilities, controls etc. for improvement in cyber security of the IT&C
infrastructure.

Bidder should be able to cover a broad range of systems like Operating system
[Windows, Linux (all flavours) etc.], Databases (MySQL, MSSQL, Oracle, PostgreSQL
etc.), Web servers (Apache, JBoss, Tomcat, IIS etc.), Network devices (Routers,
Switches, Gateway, Proxy etc.), Security devices (Firewalls, IDSs, IPSs, etc.). Bidders
are expected to conduct the audit against the standard configuration document as per
latest global standards and industry best practices. In case, any new asset is identified
during project execution, Bidder is expected to develop the checklist and conduct the
assessment.

The assessment is to be carried out at EPFO premises at NDC, EPFO Complex, Sector
23, Dwarka, New Delhi — 110077.

The VAPT audit should be comprehensive and will consist, but not limited to, following
activities:

Scope of work for Vulnerability Assessment
1. General aspects for all systems

a) Access control and authentication
oa\ ™

Vikas Kumar Gupta
Regional PF Commissioner-I1

Signature & Stamp of Authorized Signatory of Bidder Agency
Page 1/17



b)
c)
d)
e)
f

Network settings

General system configuration
Logging and auditing
Password and account policies
Patches and updates

2. Specific requirements for Server/OS Configuration Audit

a)
b)
c)
d)

File system security
Account Policies
Access Control
Network Settings
System Authentication
Logging and Auditing
Patches and Updates
Unnecessary services
Remote login settings

3. Configuration Audit of Networking & Security Devices

a)
b)
c)
d)
e)
f)
g)
h)
i)

j)

Access Control

System Authentication

Auditing and Logging

Insecure Dynamic Routing Configuration
Insecure Service Configuration

Insecure TCP/IP Parameters

System Insecurities

Unnecessary services

Remote login settings

Latest software version and patches

4. Database Configuration Audit

a)
b)
C)
d)
e)
f)
)
h)
i)
i)
k)
)

Database Account Authentication
Password Policy

Database Account Privileges
Database Auditing

Database Logging and Tracing
Database Network Access Mechanism
Database Patching

Database Files and Directories Permission
Access control and authentication
Unnecessary services

Remote login settings

Patches and updates

5. Security configuration of desktops and laptops that are used by the business users
can be performed on sampling basis (say 10% of the total Assets in the concerned
Dept.) as per EPFO’s requirements to ensure that Active Directory Services are
effectively implemented in the Department concerned.

6. Mob app security testing (as and when developed)

7. API security testing

8. Static Application Security Testing (SAST) including source code review - Dynamic
Application Security Testing (DAST)

9. Verification of closure of vulnerabilities.

10. Application Security Testing and code review

Signature & Stamp of Authorized Signatory of Bidder Agency
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11. Assurance of zero risk / restoration
12. Measures to be taken in the event of an incident

Penetration Testing

The objective of the assessment is to determine the effectiveness of the security of
organization’s infrastructure and its ability to withstand an intrusion attempt. This may
be achieved by conducting both reconnaissance and a comprehensive penetration test.
This will provide good insight as to what an attacker can discover about the network
and how this information can be used to further leverage attacks. The security
assessment should use the industry standard penetration test methodologies (like
OSSTMM, ISSAF etc.) and scanning techniques, and will focus on applications. The
application tests should cover but not limited to OWASP Top 10 attacks.

Scope of work for Penetration Testing:

Tests for default passwords

Tests for DoS vulnerabilities

Test for directory Traversal

Test for insecure services such as SNMP

Check for vulnerabilities based on version of device/server

Test for SQL, XSS and other web application related vulnerabilities
Check for weak encryption

Check for SMTP related vulnerabilities such as open mail relay
Check for strong authentication scheme

10. Test for sample and default applications/pages

11. Check for DNS related vulnerabilities such as DNS cache poisoning and snooping
12. Test for information disclosure such as internal IP disclosure

13. Look for potential backdoors

14. Check for older vulnerable version

15. Remote code execution

16. Weak SSL Certificate and Ciphers

17. Missing patches and versions

8 B Dl DI B B e

a) Thisis a minimum indicative list, CERT-IN auditors are encouraged to check for more
settings in line with best practices including PCI, OSSTM etc.

b) The vendor has to perform 2 iterations of the Security Audit.

c) Besides the listed area, vendor shall check for more settings in line with industry’s
best practices Vendor shall also perform the audit in line with standard of
Information Security Management Systems (ISMS), that is, standard of ISO/IEC
27000 series

d) The tester should attempt to identify and exploit vulnerabilities that include the
OWASP Top 10 including:
i. Input validation
ii. Cross site scripting
iii. SQL injection
iv. Cookie modification
v. Code execution
vi. Buffer overflow

Signature & Stamp of Authorized Signatory of Bidder Agency
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vii. URL manipulation

viii.Authentication bypass

ix. File upload vulnerabilities

X. Secure implementation of features such as forgot password, password policies
enforcement, CAPTCHA etc.

xi. Session hijacking

xii. CSRF

xiii.Privilege escalation

Deliverables

A. First Audit

To conduct VAPT audit as mentioned above and subsequently submission of reports on
findings including vulnerabilities, loopholes etc. and suggestions, recommendations,
best practices, controls to be implemented for addressing the vulnerabilities, loopholes
etc.

Subsequent to above, on receipt of these audit reports, necessary actions for
implementation of recommendations shall be carried out by EPFO, in consultation with
the auditor/contractor. However, in case of the recommendations which are not
implementable immediately (within less time period) due to some reasons i.e. cost
implications, procurement/tendering process or other reasons etc. shall be marked by
EPFO to be implemented later. The auditor/contractor will provide all necessary
suggestions/consultation to implement the recommendations and will be fully involved
in implementation process.

B. Second Audit:

The auditor/contractor is required to review the actions taken by EPFO on the
recommendations of first audit report, perform re-scan audit, if required, and submit
reports on findings and subsequent discussions with EPFO.

On completion of the project the bidder should submit a detailed technical Audit Test
report along with the Certificates for the respective Audits carried out.

The Report should contain the following:

1. Identification of auditee (Address & contact information)

2. Dates and Locations of Audit

3. Audit Plan

4. Standards followed

5. Additional mandatory or voluntary standards or regulations applicable to the
auditee

6. Summary of audit findings including identification tests, tools used and results of

tests performed

Tools used and methodology employed
Positive security aspects identified

List of vulnerabilities identified
Description of vulnerability

Risk rating or severity of vulnerability

Poo oo

Signature & Stamp of Authorized Signatory of Bidder Agency
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Category of Risk: Very High / High / Medium / Low

Test cases used for assessing the vulnerabilities

Tllustration of the test cases

i. Applicable screen-shots.

7. Analysis of vulnerabilities and issues of concern

8. Recommendations for corrective action

9. Personnel involved in the audit

10. Executive Summary — Summarize the scope, critical findings, and the positive
security aspects identified in a manner suitable for the management.

11. Categorization of vulnerabilities based on risk level — The report should classify
the vulnerabilities as High/Medium/Low based on the business Impact and Ease
of Exploitation

12.Details of the security vulnerabilities discovered during audit. The detailed
findings should be brought out in the reports which shall cover the details in all
aspects.

13.If the recommendation could not be implemented as suggested due to any
reason, possible alternate solutions to be provided.

14, Solutions for the discovered vulnerabilities during the audit — The report should
contain emergency quick fix solutions and long term solutions based on industry
standards.

15.The report show risk to the business based on any exploits that was found.

16.The assessment report should contain a test plan that shows what tests were
conducted and its status.

= i

o\
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Type of Expos N
S mvﬁc?ﬁ aplz::vc::on &:::r No. of devices for VA/SCD Source Code Appsec Nv:;gf 3%
(o] ION mobile/bac net [ PP Servic AP
kend Public es I
s process) NW) | gl
LoC
(.java
HA i Noof | I
anks 00 nput
OS | DB APP “I;E PRO :ﬁt and Langua user pages/Dyn
XY comme 9 roles | amic pages
nts
exclude
o d ]
Empl RH | ORAC Java,
1 ";Pr‘gyer web Public | EL | LE |24 | 8 | 10 | 42 | 340740 | Javascri 2 507 0 0
Interface 76 | 12C ot, JSP
Memb RH | ORAC Java,
2 I ’? r:f - web Puplic | EL ) LE 12| 4 6 22 | 358491 | Javascri 1 147 0 0
nterface 76 | 12¢ ot, ISP
. RH | ORAC Java,
i RS web Public | EL | LE | 6 | 2 | 4 |12 | 81681 |Javascri |, 7?0)() 616 0 | o
nterface 78 12C pt, ISP pprox. N
0
Publi RH [ ORAC Java,
4 Eors web Public | EL| LE | 0 | O 0 | 27452 | Javascri| NA 54 0 | o
¥ 7.6 | 12¢ pt, ISP
Signature & Stamp of Authorized Signatory of Bidder Agency
g | odoaf\\'”“g
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Higher
Wages RH | ORAC Java,
5 Pension web Public | EL LE 24270 | Javascri NA 60 0 0
Application 76| 12C pt, JSP
(POHW)
Bank Java RH | ORAC Java,
6 | Statement application NO EL LE 936 Javascri NA 3 0 0
Scheduler scheduler | 76 | 12C pt, JSP
Standalone
applications
(QTm?W L RH | ORAC Java,
7 ]Lt‘]s‘;‘h;?orer: ) Iii;’?ions NO | EL | LE 404127 | Javascri | NA 28 0
- PP 7.6 | 12C pt, JSP
jars/librarie
s)
C'a'.mt ) RH | ORAC Java, |
e 4 o NO | EL | LE 2143 | Javascri| NA 3 . |'®
pEREEallig | apRcalal] 7.6 | 12C pt, JSP
service
Direct UAN S RH | ORAC Java,
9 allotment licati NO EL LE 6072 | Javascri NA 3 1 0
Service P! 7.6 | 12C pt, ISP
Java RH | ORAC Java,
10 | Eod-scroll application NO EL LE 1767 | Javascri NA 4 1 0
web service 7.8 | 120 pt, JSP
T RH | ORAC Java,
11 | PAN service s NO EL LE 953 Javascri NA 4 1 0
dpplication 7.6 | 12¢ pt, ISP

Signature & Stamp of Authorized Signatory of Bidder Agency
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Java
SppiEation RH | ORAC Java
12 LN 5o disamendce | s L gl LB 0 | 4079 |Javascri| NA 1 | o
Webservice | initiated at 76 | 12C ot, ISP
scheduled ' ’
frequency
Bank KYC Java RH | ORAC Java,
13 | verification application NO EL LE 0 10872 | Javascri NA 0 0
scheduler scheduler 7.6 | 12C pt, JSP
Eod- Java RH | ORAC Java,
14 sehadiller application NO L LE 3 4618 | Javascri NA 0 0
scheduler 7.6 | 12C pt, JSP
NPCI Bank Java RH | ORAC Java,
15 | verification application NO EL LE 0 232 Javascri NA 0 0
scheduler scheduler 78 | 12C pt, ISP
\I:Iepr(i?cgggﬁ nga' il R D, .
16 response application NO EL LE 0 232 Javascri NA 0 0
scheduler 26| 10 pt, ISP
scheduler
E- Java RH | ORAC Java,
17 | Inspection application NO EL LE 0 576 Javascri NA 0 0
scheduler scheduler 7.6 | 12C pt, JSP
ABRY J_ava- RH | ORAC Java, _
18 sehadiiler application NO EL LE 0 8466 | Javascri NA 0 0
scheduler 7.6 | 12C pt, JSP
Inspi;tion Java RH | ORAC Java,
19 SOP application NO EL LE 0 437 Javascri NA 0 0
scheduler 76 1 120 pt, ISP
scheduler

Signature & Stamp of Authorized Signatory of Bidder Agency
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DBT - Jl?:aation RH | ORAC Java,
20 | (WebServic WZ';SeMce Yes | EL | LE 0 | 0 | 3925 |Javascri| NA 1 0
e Client) " 7.6 | 12C pt, JSP
Client
Prayaas . JI?:a?cion RH | ORAC Java,
21 | (WebServic W%'E)Service Yes EL LE 0 0 3270 | Javascri NA 1 0
e Client) : 7.6 | 12C pt, JSP
Client
el Java RH | ORAC Java,
22 (Web- application Yes EL LE 0 0 24802 | Javascri NA 11 0
service) WebService 7.6 | 12C pt, JSP
a. UAN
actvation at
UMANG
b.
Java RH | ORAC Java,
23 | DIGHNOCKer | application | Yes | EL | LE 0 | 2 | 4745 |Javascri| NA 1 0
Card WebService 76 | 120 pt, JSP
d. Know
your UAN
(used
internally)
Y Java RH | ORAC Java,
24 EUP :ﬁc'f:tf application | Yes | EL | LE 1 | 3 | 2974 |Javascri| NA 5 0
WebService 79 | 12C pt, JSP

Signature & Stamp of Authorized Signatory of Bidder Agency
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Dgz?rt::ﬁr Java RH | ORAC Java,
25 Web application NO EL LE 0 1383 | Javascri NA 3 0
(W WebService 76 | 12€ pt, ISP
Service)
User RH | ORAC Java,
26 | Manageme | __ S22 | NO | EL| LE 0 Javascri d:giggd 0
nt PP 7.6 | 12C pt, JSP
RH | ORAC Java,
27 UiN ba;?sd . Jl?c\:iion NO EL LE 0 Javascri d:gi::d 0
aecounting | epe 2.6 | 12C pt, JSP
Pension RH | ORAC Java,
28 | Cam | J'f:aiion NO | EL | LE 0 Javascri dlﬁizid 0
processing | 2PP 7.6 | 12C pt, ISP -
1319243 (approx.)
Other claim Java B | S i - To be
29 } Rembion NO EL LE 0 Javascri iaeided 0
processing | applicatio 76 | 12C ot, ISP eci
ng:fﬁlcieﬁd Java L | et dava, To be
30 Processing application pa El e 0 i i decided d
7.6 | 12C pt, JSP
System
Revised RH | ORAC Java
Java £ To be
31 Return ey Yes EL LE 0 Javascri . 0
Filing application 7.6 | 120 pt, ISP decided
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Cgranfl at'.‘g : RH | ORAC Java, e
32 "Cefa‘ 2 I.a"at. NO | EL| LE 0 Javascri Aicidod 0 0
oSOy Sppaten 726 | 12¢ pt, JSP
exemption
T:It 47 | 17 | 22 | 86 2635343 0 1465 5 |o

Above quantity is indicative in nature and may vary at the time of actual audit and payments would be made on the pro-rata basis
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Bid Submission:

1. Bids shall be submitted online only on GeM Portal. Tenders and supporting
documents shall be uploaded through GeM Portal within the time prescribed on
GeM Portal.

2. Hard copy of the Tender documents shall not be accepted.

3. While all efforts have been made to avoid errors in the drafting of the tender
documents, the Bidder is advised to check the same carefully get it clarified
before submission of tender.

4. Bidder should ensure that the documents being uploaded are legible and
wherever possible the original document should be scanned and uploaded
instead of scanning the Xerox copy.

5. If the uploaded/scanned copies are found illegible the bid will be summarily
rejected.

6. The requirements are tentative and may increase or decrease at the sole
discretion of this office.

7. All Bidders are hereby explicitly informed that conditional offer or offers with
deviations from the conditions of contract, the bids not meeting the minimum
eligibility criteria, Technical Bids, not accompanied with EMD of requisite
amount/format, or any other requirements, stipulated in tender documents are
liable to be rejected.

8. Clarification, if any, may be sought through GeM Portal only.

Eligibility Condition for Bidders & Submission of Documents

Documents to be submitted
Scanned copy Registration certificate/

S No | Pre-Qualification Criteria
1 Bidder should be a registered

partnership/ proprietorship firm/
company or any other legal entity
having one of its office in NCR.

Incorporation Certificate/ Partnership
Deed of bidder along with complete
address which shows that the bidder is
having one of its office in NCR.

The Bidder should be compulsorily
registered with Department of
Income Tax.

Scanned copy of PAN.

The Bidder should be compulsorily
registered under GST.

Scanned copy of Goods and Service
Tax Number of the bidder.

The bidder should have a minimum
turnover of Rs 600 Lakh in the last 3
financial years. The bidder agency
should not have incurred loss in the

last 3 financial years.

Scanned copy of audited balance sheet
of the bidder for the last 3 Financial
Years OR Certificate by CA on
letterhead.

Signature & Stamp of Authorized Signatory of Bidder Agency
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5 The bidder should submit an EMD of | EMD of Rs 1.5 Lakh or the relevant
Rs 1.5 Lakh. Exemptions will be | documents seeking exemption.
applicable as per extent rules.
6 Understanding of the complete RFP | Scanned copy of this tender document
document with signature of proprietor/ partner/
director/ authorized signatory along
with stamp on each page of this tender
document and on each page of
enclosures in token of his /their having
acquainted himself/ themselves and
accepted the entire tender documents
including various conditions  of
contract.

Scanned copy of Aadhaar of the
authorized signatory of the agency who
has signed all the documents. If
Authorized Signatory is different from
proprietor/director/partner, then
additionally submit power of attorney
to be issued in favour of the authorized

signatory.

7 Ownership details of the bidder. Scanned copy of ownership details of
the bidder.

8 Bidder should not have been |Scanned copy of an affidavit or self-

blacklisted or debarred by any | declaration that the bidder has not
Government Agency/ PSU/ | been blacklisted or debarred by any
Autonomous bodies. Government Agency/ PSU/
Autonomous bodies.

9 The bidder should have a minimum | Documentary evidence viz work order/
experience of 3 years having | completion certification etc indicating
undertaken similar nature of work in | that the bidder have a minimum
any government agency/ PSU/|experience of 3 years having
Autonomous body. undertaken similar nature of work in
any government agency/ PSU/
Autonomous body.

10 | Bidder should be empaneled with | Relevant certificate issued by Cert-IN.
Cert-IN for providing services of
Assessment and Penetration Testing

Vikas Kumar Gupta
Signature & Stamp of Authorized Signatory of Bidder Agency Regional PF Commissioner-II
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Financial Bid quotation:
1. Financial bid of any those bidder agencies will be opened who have fulfilled the
conditions laid down in the technical bid.
2. Bidder quoting lowest amount will be awarded the tender (such agency which
will be awarded with tender is hereafter referred as “contractor”).
3. Bidder has to quote rates for assessment in the below format:

S No | Particular Unit Cost Quantity | Total Cost

1 N of Devices To be Quoted by bidder | 86 -I:EEI dt;:er Quoted by
2 lifes 6f Codes To be Quoted by bidder | 2638486 -[:I;gl dbeer Quoted by
3 No of User Roles To be Quoted by bidder | 73 -tl;::j di:; Quoted by
i t-J_fE)_ynami ¢ Pages | T© D¢ Quoted by bidder | 1465 gic:j dt;er Quoted by
5 No of Web Services To be Quoted by bidder | 5 ;‘% dt:i Quoted by
6_ No of APIs _ To be Quoted b\f_bid_der 1 Tb‘:?j d[g_; Quoted b}/_
7 Total Cost :)-l(::l dlfeer Quoted by
8 GST gi?:ld%? Quoted by
9 | Total Cost Including GST I% dlr::; Quoted by

Above quantity is indicative in nature and may vary at the time of actual Audit and
payments would be made on the prorate basis

Payment Terms for the Contractor Agency

1. The contractor shall not assign its contractual authority to any other third party.
The contractor should not assign or sublet the empanelment or any part of it to
any other agency in any other form than defined in this tender. If found doing
so, shall result in termination of Empanelment and forfeiture of the Security
Deposit.

2. In case the contractor is found in breach of any condition(s) of tender, the legal
action as per rules/laws, shall be initiated against the vendor and EMD/Security
Deposits shall be forfeited.

3. The payment to the contractor will be made upon satisfactory completion of
work.

4. Payments shall be made subject to deductions of any amount for which the
contractor is liable under the tender conditions. Further all payments to the
bidder will be made subject to deduction of TDS (Tax deduction at Source)
applicable to deployment of professionals as per the income Tax Act, 1961, and
also applicable penalty and other taxes, if any, as per Government of India rules.

5. GST would be paid extra as may be applicable.
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6. Payment schedule is as under

_S_tag;e_ L AT Payments

Submission of First Report 30% of the value of testing done as
per the rates provided on pro-rata
basis

Submission of Second Report 70% of the value of testing done as
per the rates provided on pro-rata
basis

Delivery of Service

1. The contractor will undertake all the indicative activities defined in the detailed
Scope and any other associated activities. Adequate resources will be deployed
by the empanelled agency so that no activities are lost sight of and all of them
are handled with reasonable efficiency.

2. First Report is expected to be completed within 8 Weeks from date of granting
access to the application.

3. Second Report is expected to be completed within 8 Weeks from date of granting
access to the application after necessary modification.

4. In case of delay in submission of reports, a penalty of 1% per week will be levied
provided such delay is not due to force-majeure, subject to maximum of 10%.
Such calculation will be made as per the quantum of work for which access was
granted on pro-rata basis.

General Terms & Conditions

1. EPFO reserves the right to reject any or all tender/bid without assigning any
reason.

2. The Earnest Money Deposit of the unsuccessful bidders in the financial bid
evaluation stage shall be returned on award of contract to a successful bidder.

3. The contractor shall deposit 3% of the awarded contract value in favour of
“Regional PF Commissioner” towards Performance Bank Guarantee (PBG).

4. The Performance Bank Guarantee (PBG) can be forfeited by order of the
competent authority of EPFO in the event of any breach or negligence or non-
observance of any terms/condition of contract or for unsatisfactory performance
or for non-acceptance of the Work Order. On successful commissioning, such
portion/full amount of the said performance Guarantee as may be considered by
EPFO sufficient to cover any incorrect or excess payments made on the bills to
the firm, shall be retained.

5. The Contractor shall take all precautions not to disclose, divulge / or disseminate
to any third party any confidential information, proprietary information on the
department/office business or security arrangements (including but not limited
to the Assignment Instructions, Schedules and other subsequent Agreemgnts)

0 01}_)’\”&9.
Vikas Kumar Gupta
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and/or business of EPFO. The obligation is not limited to any scope and the bidder
shall be held responsible in case of breach of the confidentiality of department’s
information.

6. The contractor shall be responsible for all injuries and accidents to persons
employed by them or otherwise. EPFO shall stand indemnified in respect of the
treatment provided under such exigencies.

7. In the event of any loss being caused to EPFO on account of the negligence of
the contractor, the contractor shall make good such loss sustained by EPFO,
either by the replacement or on payment of adequate compensation on actual
basis.

8. In case of performance of the contractor is not found to be satisfactory as per
operational parameters set out in the contract or not in conformity with the terms
& conditions of the tender, the contract shall be terminated. In the event of
premature closure of contract for reasons mentioned herein above. The
performance guarantee money deposited by the contractor shall be forfeited.

9. In the event of the bidding company's or the concerned division of the company
being taken over/bought over by another company, it shall be ensured in the
negotiation for their transfer that all the obligations under the agreement with
EPFO, are passed on for compliance by the new company/new division.

10. Contractor automatically agree with EPFO for honouring all aspects of fair trade
practices in executing the work orders placed by EPFO.

11.The contractor will be required to undertake the work in any part of India.

12.The contractor shall be solely responsible for discharge of all the legal
obligations/statutory requirements under various labour legislations as may be in
force from time to time in so far as the workmen engaged by him for this work
are concerned. Such deployed manpower or the contractor will have no right or
claim of any kind from EPFO.

13. Staff of the contractor must carry Identity card issued by the contractor while on
duty at EPFO. Be it private or public areas, the employees are to be frisked/
checked by the security personnel, both while entering and leaving the premises.

14. The contractor will provide escalation matrix for problem resolution.

15. Force Majeure Obligations of the Parties: Force Majeure shall mean any event
beyond the control of department or the Contractor, as the case may be, and
which is unavoidable notwithstanding the reasonable care of the party affected,
and which could not have been prevented by exercise of reasonable skill and
care and good industry practices and shall include, without limitation, the
following:

a. War, hostilities, invasion, act of foreign enemy and civil war;
b. Rebellion, revolution, insurrection, mutiny, conspiracy.

c. Epidemics quarantine and plague;

d. Earthquake, cyclone and other natural disaster.
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16. Governing Laws and Settlement of Dispute: Any claims, disputes and differences
(including a dispute regarding the existence, validity or termination of this
Contract) arising out of, relating to this contract including interpretation of its
terms shall be resolved through joint discussion of the Authorized
Representatives of the concerned parties. However, if the disputes are not
resolved by the discussion as aforesaid within a period 30 days, then the RPFC-I
(Administration) is the sole arbitrator to decide the same and his decision is final
and binding on both the parties as per the provisions of the Arbitration and
Conciliation Act 1996, If difference persist even after Arbitration and there are
compelling reasons to go to the court, it will be decided in the court of Delhi only.

17. Jurisdiction of Court: This Contract is governed by the laws of Republic of India
and shall be subject to the exclusive jurisdiction of the courts in Delhi.

ox1dgq \ WY

(Vikas Kumar Gupta)
Regional PF Commissioner-I1
(Procurement & Contract Management)
Vikas Kumar Gupta

Regional PF Commissioner-11
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